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About the SHiELD project 
 

SHiELD will unlock the value of health data to 

European citizens and businesses by overcom-

ing security and regulatory challenges that 

today prevent this data being exchanged with 

those who need it. This will make it possible 

to provide better health care to mobile citi-

zens across European borders, and facilitate 

legitimate commercial uses of health data. 

SHiELD case studies will address cross border 

scenarios in which a citizen needs health care 

while in one Member State, and care givers 

need access to their health data in different 

Member States. SHiELD will also consider how 

commercial providers of lifestyle services or 

wearable sensors may be involved in such 

data exchanges. SHiELD will thereby also create opportunities for using health data to create such 

products and services addressing the common European market. 

The exchange of health data between systems is already possible, but it rarely happens. One reason 

is concern about the potential security risks in the resulting end-to-end system, especially if it in-

cludes or is connected to insecure mobile devices. Another is the problem of ensuring compliance 

with regulations, especially if the end-to-end system spans multiple jurisdictions or involves different 

types of systems (e.g. for health care and lifestyle applications). Overcoming these barriers is the 

specific focus for SHiELD. 

More about SHiELD: https://project-shield.eu/ 
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SHiELD and GDPR  

In the SHiELD project an entire work 

package is devoted to GDPR related 

issues. It includes: 

¶ analysis of relevant legal and 

regulatory requirements con-

cerning data protection in 

eHealth interoperability; 

¶ specification of procedures for 

privacy by design and interop-

erability in eHealth; 

¶ preparation of legal recommen-

dations for policymakers and 

regulators. 

CEN/TC 251 is a standardization body 

that works on the development of EU 

standards for Health Information and 

Communications Technology. These 

standards focus on interoperability and 

compatibility of Electronic Health Record 

systems. On the CEN workshop entitled 

άInternational Patient Summary (IPS) and 

GDPRέ on 13 September 2018 in Brussels, there were two presentations by SHiELD partners.  

The first presentation was given by Matthias Pocs (Stelar) (chairman of CEN/TC 251/WG I - Enter-

prise and Information). The second presentation by Ed Conley (AIMES) detailed SHiELDΩs vision 

on IPS and GDPR.  

More about CEN: https://www.cen.eu/ 

 

Health Level Seven International (HL7) is responsible for the 

development of standards for health applications. At the July 

summit Ed Conley (AIMES) presented a paper co-authored by 

Matthias Pocs (Stelar) in which they outlined SHiELDΩs ap-

proach to GDPR and standardization related topics.  

Title of the paper: άGDPR Compliance Challenges for Interoper-

able Health Information Exchanges (HIEs) and Trustworthy 

Research Environments (TREs)έΦ 
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Keynote presentation 

SHiELD at CEN & HL7  

This year the 25th EuroAsiaSPI conference (5-

7 September 2018) was hosted in Bilbao. The 

main purpose of this conference series is to 

facilitate the communication between the 

research, industry and publishers. The pro-

gramme of the conference was intense with 

ten workshops, keynotes and numerous 

presentations (http://2018.eurospi.net/).  

Healthcare systems have been improved in 

order to provide support in cross-border 

situations where a citizen from one country 

travels to another country and requires the 

use of their health records. Several initiatives 

have been carried out to tackle this problem 

such as the OpenNCP which is supported by 

the European Commission. It provides a com-

mon infrastructure to connect different na-

tional healthcare systems. These kind of sys-

tems require not only a vulnerability based 

analysis of this infrastructure, but also an 

analysis with respect to the recently released 

General Data Protection Regulation (GDPR).  
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Security and Compliance 
Modelling 

In the SHiELD project IT Innovation 

Centre (Southampton, UK) is respon-

sible for the development of security 

modelling tools that enable the 

analysis of health data privacy and 

security requirements. With these 

tools users can compose models of 

multiple health care systems and 

devices between which health data is 

exchanged. Furthermore the users 

can identify potential threats and 

regulatory compliance requirements, 

and specify security measures to 

address them. 

More information about IT Innova-

tionΩs work can be found here:  

http://www.it-

innovation.soton.ac.uk/projects/

shield 

Successful demo in Edinburgh 
At the Edinburgh meeting in June 2018 Symphonic Software successfully demonstrated an 

implementation of the άConsent ModuleέΦ This suite of access management software 

allows patient consent data to be captured and converted via configurable policies into 

data-access permit or deny decisions. Consent data is captured via a GUI or API allowing 

for easy input, viewing and updating of the patient consent data. A database and Policy 

Information Point facilitates the storage and sharing of consent information throughout 

the component. Data access policies can be defined in a high level language through the 

Symphonic Policy Administration Point (PAP) GUI or API. A Symphonic Decision engine 

operates on the consent data using policies defined in the PAP to produce permit and deny 

decisions for data access requests.  

 

More about Symphonic Software: https://www.symphonicsoft.com/ 

DevOps in SHiELD 
 

DevOps plays an important role in SHiELD. DevOps 

facilitate a close collaboration between software 

development and operation. This approach enables 

more rapid and frequent deployment of software 

into the production environment. The keyword in 

DevOps philosophy is continuity in respect to inte-

gration, testing and deployment. The SHiELD DevOps 

tools enable: a) modelling of security and privacy 

threats at design time; b) software patterns of security and privacy aware applications, 

data storage and data exchange; c) monitoring tools that enable to counter cyber threats 

at runtime. 
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The 10th International Conference on e-Health was held 

in Madrid 17-19 July 2018 under the auspices of MCCSIS 

2018 (http://ehealth-conf.org). The SHiELD partners 

working at Ospedale San Raffele have presented paper 

άGDPR Impact on Health Data Exchange in European 

Digital EnvironmentέΣ authored by: Paola Aurucci, Eleo-

nora Ciceri, Mariet Nouri Janian, Andrea Micheletti and 

Alberto Sanna. 

Public Lecture  
Dr. Eleonora Ciceri from FCSR presented a lecture at Università 

Vita-Salute in Ospedale San Raffaele. The lecture was offered to 

psychology students, and was focused on the topics of privacy and 

security for clinical data. The aim of the cycle of lectures in which 

this was presented was meant to raise awareness on the technolo-

gies involved in the treatment of patients and their data. For what 

concerns privacy and security, particularly, professionals in the 

health sector often focus only on the aspects related to their disci-

pline, and ignore the need of maintaining the security of data and 

IT systems. Hence, in this lecture, the main threats to clinical data and the General Data Protec-

tion Regulation were presented. SHiELD technologies were presented as one of the possible 

solutions to handle the management of clinical data in a privacy-compliant way.  

 

EPSOS Bootcamp 
The OpenNCP/eHDSI bootcamp 25-26 April 2018 in 

Brussels was attended by Tecnalia. The aim of eHealth 

Digital Service Infrastructure (eHDSI) initiative is to 

deploy and operate services that enable to exchange 

of health data across national borders. This bootcamp 

was a useful event for providing a forum for exchang-

ing ideas and best practices about various aspects of 

OpenNCP. The main topics of the bootcamp were: 

deployments on the national level, software architec-

tures, networking and security aspects.  

 

About the bootcamp: https://ec.europa.eu/cefdigital/wiki/display/EHOPERATIONS/2018-04-

25+and+26+eHDSI+2018+Technical+Boot+Camp 

eHDSI mission: https://ec.europa.eu/cefdigital/wiki/display/EHOPERATIONS/eHDSI+Mission 

MCCSIS 2018  
Research paper 

A joint paper by AIMES and Stelar was 

published in a peer-reviewed Europe-

an Journal of Biomedical Informatics 

entitled "GDPR Compliance Challeng-

es for Interoperable Health Infor-

mation Exchanges (HIEs) and Trust-

worthy Research Environments 

(TREs)". The paper addresses the 

issue of personal data protection in 

the context of eHealth. The paper 

highlights the importance of compli-

ance with GDPR that is applicable for 

all providers operating in the EU. The 

paper focuses on two principles of 

GDPR these are άdata protection by 

designέ and άdata protection by 

defaultέΦ  

https://www.ejbi.org/downloads/

EJBI_3_2018.pdf 

 

 

© 2018 University of Southampton IT Innovation Centre and other partners of the SHiELD consortium. This project has received 

funding from the European Union's Horizon 2020 research and innovation programme under grant agreement No 727301. 
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